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What is Corporate Compliance?

An organized approach to ensure that all employees:

— Know

— Understand, and

— Comply

with all regulatory and internal hospital policy

requirements in relation to their jobs. Simply put, the
Compliance Program guides us to Do the Right Thing!

Providers’ Responsibility: 7 Elements

jel’ferson.






The Corporate Compliance Program (the “Program”)
is intended to provide reasonable assurance that we:

« Comply in all material respects with all federal, state and local laws and
regulations that are applicable to its operations;

« Satisfy the conditions of participation in health care programs funded by the
state and federal government and other payer contracts

« Detect and deter criminal conduct or other forms of misconduct by trustees,
officers, employees, medical staff, agents and contractors that might expose
your facility to significant civil liability;

« Promote self-auditing and self-policing, and provides for, in appropriate
circumstances, voluntary disclosure of violations of laws and regulations;

« Establish, monitor, and enforce high professional and ethical standards.

The Code of Conduct is the Blueprint for all Members
of the hospital to Do the Right Thing:

« Comply with all applicable laws (including those related to research)
« Conduct affairs in accordance with the highest ethical standards

« Avoid conflicts of interest

« Strive to attain the highest standards for patient care

« Provide equal opportunity and respect the dignity of all staff

« Maintain the appropriate levels of confidentiality

« Maintain a relationship of integrity with each payer

« Conduct all business practices with integrity

« Have proper regard for safety

« Integrate the Code of Conduct into all of your activities

Patient’s Rights and Responsibilities

Rights and
Responsibilities

of Patients






Rights and Responsibilities of Patients (as examples):

Patients have the right:

To be informed of their rights as patients
To have an advance directive

To privacy and confidentiality

To give informed consent

To access his or her medical record
Patients have the responsibility:

« To act in accord with hospital rules and regulations
To ask questions and be cooperative

To be considerate of others

To refrain from taking unauthorized drugs
To answer questions fully

Today’s Regulatory Focus

What if you were infected with a
communicable virus, would you seek
treatment at your place of business?

Health Insurance Portability and Accountability
Act (“HIPAA”)

e Overview

* Definitions

* Privacy Rules
* Scenarios






Health Insurance Portability & Accountability
Act of 1996
(“HIPAA”)

What is HIPAA? A federal law that:

« Provides for the portability of health insurance
« Defines how “covered entities” including hospitals, can properly use
or disclose medical information;

« Establishes protections and safeguards for protected health
information (“PHI")

« Prevents healthcare fraud and abuse

« Facilitates uniformity and simplification of certain common healthcare
transactions, and
« Includes privacy regulations and security regulations.

Before we get started, let’s discuss a few key
terms...

« Confidentiality: data or information is not made available or disclosed to
unauthorized persons or processes

« Workforce: employees, volunteers, trainees, and other persons whose
conduct, in the performance of work for a covered entity, is under the
direct control of such entity, whether or not they are paid by the covered
entity.

« Covered Entity: an entity that provides healthcare services that would use
or create protected health information in the course of doing business.

* Protected Health Information (PHI): any information that relates to the
past, present, or future health condition or treatment that could identify or
could be used to identify an individual.

« Electronic Protected Health Information (ePHI): electronic health
information that is created, received, maintained or transmitted by or on
behalf of Jefferson.

What is Protected Health Information (“PHI”)?

* ANY information that could identify or could be used to
identify an individual (fingerprints, research records,
ANY unique identifying number)

¢ Any health information relating to:

— past, present or future physical or mental health or
condition

— provision of healthcare (treatment)
— past, present or future payment for health care
* Verbal, Written, Electronic






What Else Should Be Protected...

* Name

« Address

* Phone Number

¢ Medical Record Number
* Social Security Number ’
« Email Address

« Full Face Photograph Images

« Account/Serial/License Numbers @

« Diagnosis & Procedure

«  Any date (birth, admit date, TR

discharge date)

Privacy Practices: Why is Privacy Important?

« Patient privacy is everyone’s concern:
- it’s a basic part of patient care
- it relates to confidentiality of information
- it relates to respect

Restricts authorized individuals from misusing PHI

Clarifies who can use medical information for treatment, payment
and healthcare operations

 Provides patients rights and responsibilities

Privacy Practices

Examples of Permitted Uses or Disclosures of PHI:

« As required by law

« Institutional Review Board (IRB) approval, in certain
circumstances (e.g., consent or waiver)

« Activities related to your job; uses and disclosures of PHI is
limited to the “minimum amount necessary” to fulfill your
job responsibilities- “Need to Know Philosophy”






Privacy Practices

We should abide by procedures highlighted in the Notice of Privacy
Practices:

Notice of Privacy Practices
Explains to Our Patients:

* Who we are

« How we may use and disclose health information — only for
treatment, payment, and health care operations purposes

« Other uses and disclosures of protected health information for
which written authorization is NOT required

« Uses and disclosures that do require a patient’s specific written
authorization

« A patient’s rights regarding their protected health information
* Who the Privacy Officer is

Applying the Privacy Regulations: “Best Practices

« Requests for patient information may be received from
individuals other than the patient and can be received over
the phone or in person.

« Common requests for patient information are listed on the
following five slides.






Scenarios and Situations that Apply to You - #1

« Caregiver enters a patient’s room to share some healthcare
information with the patient. Visitors are present in the room.
— Assume the visitors will leave, unless the patient is
comfortable with their presence and requests they stay.
— Suggested wording: (To the visitors) “Would you please
excuse us. | need to have a word with Mr./Mrs.

— Or, “I would like to speak frankly with you. Would you
prefer that your guest leave?’

Scenarios and Situations that Apply to You - #2

A family or friend asks support services staff for medical
information about the patient.

— Redirect the person back to the appropriate caregiver for
information.

— Suggested wording: “The nurse caring for Mr. Smith is the
best person to give you that information. Her name is Kathy
(give the name if you know it), and you can see her at the

nurses station down the hall (give some direction if you
can).”

Scenarios and Situations that Apply to You - #3

« Another employee inquires about the health status of a patient.

— Ask about the employee’s involvement with the patient’s
care. If in your judgment they are not involved, do not
provide them with information.

— Suggested wording: “Since you are also an employee, you
must know this information is confidential.”

— Provide them with an opportunity to justify their request
with information about their role in that patient’s care. If in
your judgment, they are involved, provide them with only
the amount of information necessary based upon their role.






Scenarios and Situations that Apply to You - #4

« A person calls a hospital department to inquire about a patient.
Upon looking up the patient, the staff member learns the patient
is listed as
“no information.”

— Suggested wording: “I’m sorry but we have no information
available on a person by that name.”

— If the caller persists, continue to firmly repeat that we have
no available information on this person. As an alternative,
suggest they contact the person’s family member for
information

Scenarios and Situations that Apply to You - #5

* You are concerned about the health status of a fellow
coworker admitted to the hospital and wish to access their
medical record to see how they are doing.

— If you are involved in the patient’s care, you may access
the medical record to provide the necessary care.

— If you are not involved in the patient’s care, you may not
access the medical record for any reason.

Other Scenarios and Situations that Apply to You

« The following are additional ways to respond appropriately to situations you
may face:
— Keep your voice down when talking about patient matters on the
telephone.
— File records with patient information and do not leave any records
containing patient information in public areas.
— Put waste paper that contains patient information in the right type of
trash can.
— Use fax machines carefully to make sure that patient information does
not get sent to the wrong person.
— Limit the amount of medical information that you leave in a telephone
message for a patient. The safest message is: “This is Dr. , please
call me back at (215) xxx - 2






Privacy Violations

« Mass General agreed to pay $1 million due to the loss of
documents consisting of patient schedules containing names and
MR#s for the patients, and billing encounter forms with the
name, DOB, MR#, health insurer and policy number, diagnosis
and names of providers for 66 of patients. These files were lost
when a Mass General employee, while commuting to work, left
the documents on the subway train.

« Rite-Aid Corp in 2010 agreed to pay $1M and develop Policy
and Procedures on the proper disposal of prescription bottles
after pill bottles on which pill labels with patient names and
other PHI were found in industrial trash container accessible to
the public.

Policies
Suggested Policies for Privacy:

- Confidentiality

- Safeguarding Protected Health Information
- Notice of Privacy Practices

- Code of Conduct

- Breach Notification

All employees/contractors/volunteers should review.

Failure to do so may result in unfavorable consequences, up to
and including termination or removal from programs.

HIPAA - SECURITY

 Privacy vs. Security Overview
¢ Security Objectives

¢ Security Components

¢ Scenarios






HIPAA Security Objectives

« To ensure that the confidentiality & content of all ePHI created,
received, maintained, & transmitted stays secure.

« To protect against:
— Any reasonably anticipated threats or hazards of ePHI

— Any reasonably anticipated uses or disclosures that are not
permitted

Jeﬁermn.

HIPAA Security Components

« As aworkforce member, you are responsible to help us safeguard
information. This includes:

— Password Management - Encryption

— Location Access - Portable Devices

— Workstation Use - Proper Handling of ePHI
— Virus Protection - Social Media

— ePHI Transmission - Facsimiles

— Log-In Monitoring - Texting

— Security Incidents - Copy Machines

There should be Policies addressing physical, technical and administrative
safeguards.

The following five slides address the workforce member’s role in some of
these areas of security.

Scenarios and Situations that Apply to You- #1

Password Management

+ STANDARDS

—~ Do not use Dictionary words (words listed in a dictionary) or Proper names as your password

~ Do not use easily recognizable words like family or pet names, birthdays or addresses

— Make your password unique

—  Passwords should be a minimum of 6 characters

+ NOTE: Each system has different password requirements; therefore, your system may not

enforce this minimum requirement. However, you MUST comply with the organizational
standard even if your system does not enforce it.

* BESTPRACTICES
— Don’t share your password (mandatory)
— Don’t post your password
—  Change your password at least every 90 days

If you share your password you could be disciplined for
someone else’s actions!






Scenarios and Situations that Apply to You- #2

Workstation Use: Protecting Your Workstation

. Dodno)! share access devices (i.e., ID badges, office or desk keys, key cards or key pad number
coaes).
—  Know what visitors (i.e., cont members of the ity, company rep
are in your area and what their purpose is.
— Update locks or lock combinations when staff changes occur as necessary (i.e., employee
transfers or terminations).

« In addition to a desktop personal computer, a workstation includes:
— Personal Digital Assistants (PDA)
- Laptop
— Tablet Personal Computer
*  Assure that an automatic logoff for temporary system inactivity is set.
*  Logoff applications when not in use.
*  Keep track of your mobile devices and password-protect them.

efferson.

Scenarios and Situations that Apply to You- #3

When you receive files containing ePHI:

« Make sure you are receiving this data for a job-related reason, on a “need —
to-know basis”

« Do not share this data with anyone unless you have authorized approval

« Do not copy this data to any unencrypted portable storage media (e.g. flash
drive, CD, DVD)

« Do not store this data to a personal device

« Destroy this data when it is no longer needed

efferson.

Scenarios and Situations that Apply to You- #4

When transmitting ePHI to destinations outside of your organization, it should be
required that the data is encrypted.

What is Encryption?

« Itis technology that assures data to be unreadable, unusable and indecipherable by an
unauthorized person.

« Encryption is the process of transforming plain text with other values so that the data
becomes impossible to understand during electronic transmission of the data.

Check with your Information Systems Department:

« Do they have encryption technology software to secure your information as it is
transmitted?

« Is there an encryption policy on how to encrypt data located on your intranet?






Scenarios and Situations that Apply to You- #5

Log-in Monitoring

« Report suspicious log-in events. Examples include:
— A username other than yours is entered into your log-in box.
— You leave your desk and return to find you are locked out.
— You cannot log-in when you begin your work day.

« Report suspicious log-in events to your IS department.

« Information Systems regularly audits log-in attempts by unauthorized
users.

efferson.

What Your Hospital should do to comply with HIPAA
Security

« Provide security training and periodic reminder updates.
« Address organizational standards by implementing the following:
— Policies and Procedures
— Business Continuity Plan
— Contract Approval / Business Associates Agreement
Auditing Controls

efferson.

Security Violations

Theft of back-up tapes from a care of a TRICARE Business Associate, Scientific
Applications International Corp (“SAIC) affects 5.1 M people.

« Five (5) laptops stolen from Physician Practices in Stone Oak, Texas containing
names, SS#s and DOB for over 3000 patients.

* Unencrypted desktop computer was stolen from Sutter Health facility containing
healthcare information on 943,000 individuals.

* UCLA Health System reported the theft of an encrypted external computer hard drive
containing PHI on 16,288 patients from a UCLA employee during a home invasion.
Password with paper missing.

» Former UCLA Health System employee became the first person in the nation to be
sentenced to federal prison for violating HIPAA (4 months in federal prison). He was
a licensed cardiothoracic surgeon who received notice that UCLA intended to dismiss
him for job performance reasons. Over the next three weeks, the physician abused his
access to the organization’s EHR system to view the medical records of celebrities
and high-profile patients, including Drew Barrymore, Arnold Schwarzenegger, Tom
Hanks, and Leonardo DiCaprio. He accessed the UCLA record system 323 times
during the 3 week period.

efferson.






Disciplinary Actions for Non-Compliance (cont.)

« Federal Sanctions are divided in 2 categories:
— Civil Monetary penalties:
 $100 per incident, up to $25,000 per claim.
« Federal Criminal penalties, which may include fines and/or prison,
for the following actions:
— Unauthorized obtaining or disclosing PHI
— Obtaining and disclosing PHI under false pretenses

— Obtaining PHI with the intent to sell, transfer or use for
commercial advantage, personal gain or malicious harm

— Penalties up to $250,000 plus 10 years in prison

Jeﬁermn.

HITECH Act Breach Overview

HITECH: Health Information Technology for Economic
and Clinical Health Act.

« HITECH is a part of the American Recovery and Reinvestment Act
of 2009.

« Itisafederal law that affects the healthcare industry.

« The Act allocated approximately $20 billion to health information
technology projects.

« This act expands the reach of HIPAA Privacy and Security rules by
extending certain obligations to business associates and imposed a
nationwide security breach notification law.

HITECH Breach Notification Provisions

« The HITECH Act applies to breaches of “unsecured protected health
information”.

« Information must be encrypted or destroyed in order to be considered
“secured”.

]efferson.






HITECH — What Constitutes a Breach?

A “breach” is an impermissible acquisition, access, use or disclosure not
permitted by the HIPAA Privacy rule. Examples include:

« Unencrypted laptop, flash drive or other removable media or mobile device.
« Patient reports left unattended or not properly disposed of.

« Employees who are not authorized to access PHI look through patient files in
order to learn of a person’s treatment.

« Nurse gives discharge papers to the wrong individual.

« Billing statements, lab results or diagnostic test results containing PHI
mailed or faxed to the wrong individual/entity.

« Placing work-related PHI on your Facebook

Breach Notification Requirements

« HITECH ACT
— Notice to Patients
— Notice to DHHS via posting on website
— Notice to 3 Credit Reporting Bureaus
— Notice to Media
¢ PA and Other State Requirements
— Notice to PA & Other Office of Attorney Generals
— Other Notifications as Required

Who Will Enforce These Rules?

Office of Civil Rights (OCR)
— Will receive and investigate Privacy complaints
— Will receive and investigate Security complaints
May do reviews of an institution’s compliance:
OCR hired KPMG to conduct 150 audits

Office of Inspector General (OIG)

— Need for all companies to understand all 7 elements of a
Compliance Program

— OIG Medicare Compliance Reviews beginning 1/9/12 (multiple
outpatient and inpatient error types).

14





Federal “Wall of Shame” Statistics:

« As of December 2011, 385 incidents affecting more than 500 or more
individuals

« Total: 19 Million individuals since September 2009
« Data breaches increased 32% over those reported in 2010

« The average number of lost or stolen records per breach was 2,575,
up from 1,769 in 2010

« 55% have involved lost or stolen unencrypted electronic services or
media

¢ 22% involve a Business Associate

Enforcement for HIPAA and HITECH:

PHI Breaches in your workplace may warrant disciplinary
actions up to and including termination.

Penalty Amounts — Potential Liability

CATEGORIES OF VIOLATIONS AND RESPECTIVE PENALTY AMOUNTS
AVAILABLE -Section 1176(a)(1)

Violation Category-Each Violation: All such violations of an identical
provision in a calendar year:

(A) Did Not Know .. $100-$50,000 $1,500,000

(B) Reasonable Cause . $1,500,000
(C)(i) Willful Neglect—Corrected $1,500,000
(C)(ii) Willful Neglect—Not Corrected $1,500,000

Federal Register / Vol. 74, No. 209 / Friday, October 30, 2009 / Rules and Regulations






Best Practices

Safeguarding patient information
Is your ethical and legal
responsibility as part of the
workforce.

What is Your Role? ﬁ'ﬁ,}ﬂ’[‘
T

« Be respectful of patient’s right to privacy — put yourself in their
shoes

« Protect the confidentiality of health information

« Access patient information only when you “need to know” as part
of your job

« Do not access, download, transmit, PHI on a mobile device that is
not password-protected nor encrypted.

« Be cognizant of when a potential unsecured breach has occurred

* Report any concerns by talking with your supervisor or contact the
Compliance or Privacy Officer.

Or, call the Anonymous Alert Line

.
contiel-888-5CONPLY

[
—
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Nursing Informatics:
Get Certified!

Nicole L. McMaster, BS, RN
Margaret T. Piscitelli, BSN, RN, CCRN . #

THOMAS JEFFERSON UNIVERSITY HOSPITAL

What is Nursing Informatics?

Nursing informatics (NI) is a specialty that integrates
nursing science, computer science, and information science
to manage and communicate data, information, knowledge
and wisdom in nursing practice. NI supports consumers,
patients, nurses, and other providers in their decision-
making in all roles and settings. This support is
accomplished through the use of information structures,
information processes, and information technology
(American Nurses Association (ANA), 2008)

What is a Nurse Informaticist?

“Nurse Informaticists manage and
communicate nursing data and information to
improve decision making by consumers,
patients, nurses, and other health care
providers (Bureau of Labor Statistics, 2010).”
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Is Nursing Informatics a new profession?

*Recognized as a specialty in early 90’s.

*First computerized test in 1995.

*Only as new as computers, depends on technology
experience (formal and informal) of the nurse.

What does a NI Professional do?

e Assists Information Technology (IT) departments in
designing Electronic Health Records (EHRs) that will
be end-user friendly.

*Helps with implementation and roll-out of new
hardware and software.

*Educates staff how to use new and present programs -
often requires night, evening, and weekend hours to
train each shift.

eExtracts data for reporting on quality measures.

*And (of course), — other related duties.

[Jefferson.

Who hires Nursing Informatics
Professionals?

* Hospitals

* Physician practices

*Vendors

¢ Consultants

* Community agencies






Should I become a Nursing Informatics
Professional?

*Improvement in technology evolves continually. A
Nursing Informatics professional must be interested in
continual learning and roll-out of programs.

*Must have excellent communication skills, and able to
interact with providers in various health professions.

*Should be knowledgeable in Windows, and most
Microsoft office programs, including Word, Excel, and
Access with an ability to use these programs to extract
data for statistical purposes.

]eﬂerson,

2011 NI Workforce Survey
Years of Informatics Experience
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2011 NI Workforce Survey
Top Three Job Responsibilities
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2011 NI Workforce Survey
Salary Impact of Certification

Nursing Informatics.
Workforce Survey

S0 $50,000  $100,000  $150,000 ooy

Data from the 2011 HIMSS.

RSING INFORMATICS www.himss.org/ni

Job Outlook for Nurse Informaticists

¢ According to Explorehealthcareers.org, the job outlook is
categorized as “Very Good.”

*Susan Newbold, in an article for Advance for Nurses states
“The job outlook for the informatics nurse is very favorable
as many organizations are seeking to use technology to solve
documentation issues and reduce errors.”

*On Education-Portal.com an article indicates: “opportunities
are expected to be plentiful in the coming years.”

Salary of a Nurse Informaticist

According to HIMSS 2011 Workforce survey:
— Respondents with NI cert — $119,644.
—CPHIMS - $110,291.
— Awverage salary with or without certification:

$93,000-$98,000.

2011 HIMSS Nursing Informatics Workforce Survey
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Local Graduate Programs

* Thomas Jefferson University: MSN, Nursing Informatics.
http://www.jefferson.edu/nursing/education/graduate/nursing_informat
ics/index.cfm
TJU Post Master’s Certificate:
http://www.jefferson.edu/nursing/education/graduate/post_master_of_s
cience_in_nursing/

 University of Pennsylvania: MSN/Health Informatics Minor.
http://www.nursing.upenn.edu/academic_programs/grad/masters/progr
am_detail.asp?prid=28

¢ Drexel University: MS in Healthcare Informatics.
http://www.drexel.com/online-degrees/information-sciences-
degrees/cert-hci/index.aspx

* Temple University: MS in Healthcare Informatics.
http://chpsw.temple.edu/him/home

Local Certificate Programs

Non-degreed certificate programs are available designed to prepare
participant in ICD coding, billing, EHR/EMR systems, becoming an
“expert user”, and helping individual practices and hospitals become
more profitable and cost-efficient.

Health IT Certification: http://www.healthitcertification.com

Community College of Philadelphia (CCP): Medical Insurance Billing
Proficiency Certificate.

Bucks County Community College (BCCC): Electronics Health
Record Management Program.

[ efferson.

American Nurses Credentialing Center
(ANCC) Requirements:

* Hold a current, active, RN license in your State.
* BSN or higher degree in nursing or a relevant field.
* Two years (or equivalent) of practice as a full time RN.
* Completion of 30 hours of Continuing Education in Informatics
within the past 3 years.
* Additionally, one of the following:
— Practiced 2,000 hours in informatics nursing within the last 3 years.

— Practiced 1,000 hours in informatics nursing in the last 3 years and 12
semester hours of graduate level informatics courses.

— Completed a graduate program in NI with 200 hours of faculty supervised
practicum in informatics.

Certification:
* RN-BC: Registered Nurse, Board Certified.

3/8/2012
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Healthcare Informatics and Management
Systems Society (HIMSS) Requirements:

* Baccalaureate degree and five years of associated information and
management systems experience.

* Graduate degree and three years of associated information and
management systems experience, with at least two of those years in
healthcare.

* Associated experience includes administration/management,
clinical information systems, e-health, info systems.

Certificate awarded:
¢ Certified Professional in Healthcare Information and Management
Systems (CPHIMS)

Upcoming Review Courses/Study Aids

* Weekend Immersion in Nursing Informatics (WINI): http://icce.us/
(Coming this weekend, March 16 & 17 - to Jefferson!)
* Drexel University -Nursing Informatics Review for Certification.
http://drexel.edu/cne/conferencesCourses/courses/informatics-June2012

* ANCC:
http://www.nursecredentialing.org/Certification/NurseSpecialties/Informa
tics.aspx

* NI Boot Camp (ANIA-CARING):
http://www.tnhimss.org/downloads/Newbold_TN_HIMSS_2012.pdf

* Pearls Review Course
https://www.pearlsreview.com/Informatics-Nursing-(RN-BC)

[ efferson.

Resources

American Medical Informatics Association (AMIA):
http://www.amia.org

American Nurses Credentialing Center (ANCC):
www.nursecredentialing.org

American Nurses Informatics Association (ANIA-CARING):
http://www.ania-caring.org

Delaware Valley Nursing Computer Network (DVNCN):
http://dvncn.org/

Health Information Management Systems Society (HIMSS):
www.himss.org

Health IT Certification (HIT):
http://www.healthitcertification.com

Health IT.Gov -Office of National Coordinator (ONC)
http://www.healthit.gov/
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We Live in a Social World

Presented by: Josh Goldstein, BA

jeffersun,

So What is Social Media?

Technically it is:

« Facebook, LinkedIn, Google+

« Twitter and other “micro” blogs

* Blogs

« Picture sharing — TwitPics, Instigram, Flikr
* Video sharing - YouTube, Vimeo

Really it is just an extension the real world into
electronic mediums so itis ...

* Email

¢ Text messaging

}efferson,
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Personal and Professional Lives Blur
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Like itor not ...
YOU live in a social AND social media world too

And so do your patients! So ...

You need to be street smart
Social Media-Wise

Are your privacy setting set at a level you are
comfortable with?

When you are communicating electronically over the
Social Web or via email and text or whatever are
you thinking am | OK if my boss, mother,
grandmother, spouse, child see this?

What if a patient or family member of a patient sees
it?

Work Rules of the Social Web

* Your Employer’s Policies Apply Online
— Adhere to existing hospital policies
* Federal, State and Local Laws Apply on the Social Web

« Nothing NOTHING is Truly Private
— If you wouldn’t say it where your boss, spouse, child,
grandmother could here it, DON’T put it out electronically
* Medicine IS Different

— Patient privacy, HIPAA, Professional Ethics, Research Rules,
Providing Professional Advice or appearing to do so can get you
into hot water!

— Follow the law — HIPAA, Copyright, Libel, False Advertising etc.
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For Mayo Clinic Emplo;

@Ieffersonv

Dartmouth-Hitchcock Social Media Tips for Employees
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The Real Thing
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Living in the Electronic World:
Focus on HIPAA Privacy & Security

Presented by: -

Josh Goldstein, BA . .
Ingrid Hilghman, MSN, RN X 2=

Ann Powers, CFP, CFE, MPadm

THOMAS JEFFERSON UNIVERSITY HOSPITAL

Objectives

* Describe Health Insurance Portability & Accountability Act
(HIPAA) and Health Information Technology for Economic &
Clinical Health Act (HITECH)

¢ Describe the role of the Compliance Program

* Provide overview of HIPAA Privacy and Security regulations
and the Breach Notification Rules

* Define, discuss and assess issues within social media related to
HIPAA regulations and PHI

¢ |dentify and appraise current trends in healthcare social media
with emphasis on costs and impact on for providers and
institutions

* Explain what types of PHR are protected by HIPAA

What do they mean

DVD HIPAA = OMG HOB  ARRA
FTD HHS LOL SOB  HITECH
uPS OCR ROFL  AAOXx3 = MU
DHS PHI TTYL  PICC UsB
DPW BNR BFF NG ipeg
DYFS IFR ID GERD ppt
FTL 0IG ) BM EHR
McDs  KPMG < SVD PHR
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HIPAN

Let’s break it down
We need to be HIP & score an A in this Act

Health Insurance Portability
~Making health insurance portable
~Take it with you

Accountability Act

~Hold people accountable when sharing protected
health information (PHI)

More acronyms

*HHS- U.S. Department of Health & Human Services
*OIG- Office of the Inspector General

*OCR- Office for Civil Rights

*PHI- Protected Health Information

*KPMG- accounting firm that performs audits

*BNR- Breach Notification Rule

*|FR- Interim Final Rule

[Jefferson.

HIPAA overview
*HIPAA was enacted by the U.S. Congress in
1996 during the Clinton Administration

*Deadline to comply fully with all properties of
act by April 14, 2003

*Regulations that address accessing & disclosing

of an individual's health information (aka PHI)
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HIPAA overview (continued)

* Privacy Standard

¢ Security Standard

* Covered Entities
— Health plan

— Healthcare provider

— Healthcare clearinghouse

What Is a Personal Health Record?

* Types

® Sources

e Covered Entities

[ efferson.

PHR vs. EHR

* Similarities
-Information, maintenance

¢ Differences
-Access, purpose

e Safeguards
-Access, function
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What’s on the horizon

* Patient Portals

¢ Health Information Exchange (HIE)

Modifications to HIPAA
HHS OCR:

—To issue final rules to modify HIPAA Privacy,

Security, Enforcement, & Breach Notification Rules

—To implement HITECH (Title XI1I of ARRA)

—To modify Privacy Rule as stated in Genetic

Information Nondiscrimination Act (GINA)

]_efferso_p.

You have a say!

. .
regulalions.gov

Let Your Voice Be Heard






Social Networks

¢ Connected
e Costly

Things to Consider:

* Communication in code

What you say & Where you say it...

Remember... You leave a trail of digital footprints

-Examples- Facebook, Twitter, Blogs, YouTube, etc.

White Paper:
A Nurse’s Guide to the Use of Social Media

« Guidelines for patient privacy & confidentiality
 Boards of Nursing (BONSs)

« Social media policies

» Computer use for personal reasons
» Website access restrictions

» Website monitoring

< Employee activities outside the workplace

Vd
ANR
nunses
6 Tips for Nurses
Using Social Media

ANA's Principles for Social Networking
kL]
6 Tips to Avoid Problems = B
iy I®
{ Y P}
B4 (17,
= l
a9
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Crossing Boundaries-
Lines are blurred
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Patricia Hinton Walker, PhD, RN, FAAN, PCC
Vice President for Policy and Strategic Initiatives
Uniformed Services University of the Health Sciences
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TIGER'S ROLE IN CULTURE CHANGE @

«Can Contribute to Organizational Development:
«Significant changes at Point of Care
*|S Contributing to Innovation as Social Disruption
*Nurse Led Interdisciplinary Care
*Consumer Led Health and Health Care
e Is Contributing through Diffusion Theory
«Continued success and impact through VLE
eIs Contributing to Education of Current/Future Providers
» Changes in Faculty Development, Staff Development
with Interdisciplinary focus
*Can Contribute to Research & Development:
« Comparative Effectiveness Research (CER)
* New User-Friendly Point of Care Technologies
« Other technologies linked to EHRs and PHRs

« Allow informatics tools, principles, theories and practices to be used by nurses, other
interdisciplinary providers and consumers
« Interweave enabling technologies transparently into practice, education and research
to improve outcomes, patient safety and reduce costs of healthcare
« Better preparing workforce to use technology and informatics for improvement of
patient care
- TIGER Phase |

- Engaged practice, education, industry, organizational and federal stakeholders to create a
common vision of Health IT enabled practice, education, research and policy in an Invitational
Symposium in 2006

- TIGER Phase Il

- Facilitated collaboration among participating organizations to achieve the vision and strategic
plan through development of nine collaborative reports involving over 1500 nurses nationally
bringing expertise from all types of practice, education, research and policy.

TIGER Phase lll -

« Integrate interdisciplinary & allied health professionals into efforts, disseminate results, and
develop a Virtual Learning Environment to enhance widespread adoption of Health IT

- TIGER Phase IV — The TIGER Initiative Foundation — Furthering TIGER |, II, Il and Next Steps!






TIGER Phase Il

of the TIGER Initiative.
Conducted Webinars to over 50 specialty nursing and interdisciplinary
organization to enhance participation in the TIGER Initiative.
for development of a

Celebrated the inclusion of a significant number of informatics nurse leaders at
national policy levels including the Office of the National Coordinator (ONC).
Longer term implications of use of

such as: Comparative Effectiveness Research and
Personalized Medicine; and
Submitted abstracts (now accepted) to INIA meeting in Montreal, Canada for
TIGER International roll-out!

LAUNCHED THE TIGER INITIATIVE FOUNDATION in
collaboration with HIMSS in July, 2011!!!
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Structure: TIGER AS 501 C3 FOUNDATION @
Now: The TIGER Initiative Foundation

Current
Parinerships

Current
Parinerships

TIGER Initiative Foundation Board
Patricia Hinton Walker, Senior Advisor

Dana Alexander Barbara Frink
Marion Ball Carolyn Padovano
Rosemary Kennedy Mary Walker
Joyce Sensmeier Carol Petersen
Michelle Troseth Alicia Morton

Roy Simpson Diane Skiba

Beth Halley Charlotte Weaver

Marcia Zitowsky (HIMSS Treasurer) Mark Sugrue
Sally Schlak (New Senior Director of TIGER Foundation)
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TIGER AND YOU: Strategies for Getting Involved!

New Vision Statement -February 2012

To enable nurses and interprofessional colleagues to use
informatics and emerging technologies to make healthcare
safer, more effective, efficient, patient-centered, timely and
equitable by interweaving evidence and technology seamlessly
into practice, education and research, fostering a learning
healthcare system.

New Mission Statement

Advancing the integration of health informatics to transform
practice, education and consumer engagement™

Changing World . . . Creating Need
for Changing Health Care Culture

* Demographics

*Global Diseases/Awareness/Globalization

*Knowledge Explosion

*Genomics, Proteomics & Epigenetics

*Social Networks/Technology

eConsumerism






21st Century Biomedicine: Requires Competency 4
and Culture Change

CGlinical Outcomes Data ° 0 Targeted Pharmaceuticals

Pathology Cancer Treatments
Bench Bedside :>
a—
|Proteomic Data Troatment and Cars
Labaratary Data Genetic Dala

Surgical & Radiotherapautic
Technologies

Adapted from Presentation by Ken Buetow, Ph.D. , Associate Director,

Bioinformatics and Information Technology National Cancer Institute
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21st Century Biomedicine: Requires
Competency and Culture Change

Personalized, Predictive, Preemptive, and Participatory

Unifies discovery, clinical research, and clinical care (bench-bedside-bench) into a
seamless continuum

*Results in improved clinical outcomes for individuals and populations
*Accelerates the time from discovery to patient and consumer benefit

*Empowers consumers in managing their health over a lifetime

Enables a Learning Health System with Providers using Just-in-
Time Evidence from CER and Patients and Consumers using
Real-Time Information from PHRs and Mobile Health Devices

Adapted from Presentation by Ken Buetow, Ph.D. , Associate Director,
Bioinformatics and Information Technology National Cancer Institute

ePatients and Their Contribution to @
Health Care Research

Equipped
Enabled Patient-generated research
questions
Empowered

Patient-adapted protocols

Engaged
929 :> Patient-facilitated recruitment

Educated Patient participation and

Expert retention

Electronic |:> Patient-focused policy agenda

AdaEted from NLM Presentation by Donna R. Cryer, JD






3/8/2012

Personalized medicine: the ePatient @
and eProvider

i Wireless in Healthcare
= e

s

Adapted from NLM Presentation by Michael J. Ackerman, Ph.D. Assistant Director
High Performance Computing and Communications National Library of Medicine

The Love Army of Q
W& . _ @ @
& caBIG ' g

© army of women

7

LOVEIRYON National Cancer Institute is partnering with
.athe Love/Avon Army of Women to build a
-a" S '“ i =——eanhsumer-controlled online cohort of one
s € o e million women, called the Health of
Women (HOW) Study

iaNresearch =

g -
Adapted from: Ken Buetow, Ph.D. Associate Director,
Bioinformatics and Information Technology National Cancer Institute

Technology & Informatics: Strategies @
for Changing Culture

«Through organizational development
«Changing climate/culture for new knowledge, innovation,
improvement

*Research and New Evidence for Practice/Systems
« Comparative Effectiveness Research (CER) Personalized
Medicine (PM) and Technology-Related Research
- Provider, Patient and Consumer — Usability and clinical design

«Innovation as Social Disruption
«Social media for healthcare, education
-TIGER Initiative Foundation
*Roger’s Diffusion Theory...TIGER initiative
«Technology Informatics Guiding Education Reform
-Through education, staff development, and CE
-Again the TIGER Virtual Learning Environment






Influencing New Knowledge,
Innovation and Improvement
Transformational Leadership

+

Organizational Culture/Climate

New Knowledge, Innovation and
Improvement With Technology and
Informatics
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Articulate

Vision
Transformational Leadership &

Climate for Organizational
Innovation

Provides
Individual
Support

James C.Sarros, Brian K. Cooper and Joseph C. Santora
Building Climate for Innovation Through Transformational
Leadership and O Culture

Ekvall’s Creative Climate Dimensions @
(Sweden1983)

Dimensions: Description:
Challenge -Emotionally involved in operations, goals

Freedom -Independence in behavior

Dynamism/Liveliness -Eventfulness of life in organization

Trust/Openness -Emotional safety in relationships

Idea Time -Amount of time for elaborating new ideas

Playfulness/Humor -Spontaneity and ease that is displayed

Conflicts -Presence of personal/emotional tensions

Idea Support -Extent new ideas treated constructively

Debates
Risk-Taking

-Occurrence of clashes: views, ideas, etc

-Prompt response to arising opportunities
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Relationship of Creative Climate
To Organizational Innovation

Challenge

' Debates

Meriam Ismail (Malaysia)
2006

LEADERSHIP FOR CULTURE @
CHANGE . ..

*Organizational Development:
«Significant changes at Point of Care
eInnovation as Social Disruption
*Nurse Led Interdisciplinary Care
*Consumer Led Health and Health Care
*Research & Development:
*New User-Friendly Point of Care Technologies
«Other technologies linked to E HRs and PHRs
*TIGER Initiative Foundation
*Continued Success with Diffusion Theory
» Changes in Faculty Development, Staff
Development with Interdisciplinary focus

New Competencies Needed
For Culture Change






New Competencies
equired

Still Relevant - TIGER Competencies Collaborative
Categorized Three Levels of Competencies
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Consumer Empowerment & Personal Health
Records Collaborative

PHR's are tools that support the patient’s and
families’ engagement in their own healthcare:
*Healthcare professionals and patient
advocates need to become familiar with
technology and
sInnovations support patient/family decision-
making . . . Examples:

© Fivaut ] i i

R T ST w——" )

Consumer & Patient @
Engagement/Empowerment
FIVE Myths:

Consumers and Patients are
interchangeable

Field of Dreams (if you build it they will
come)!

Patient’s oppose sharing of data for
treatment and research purposes

Provider-controlled EMRs is the only way
to control and have data integrity

Health IT only serves small segment of
privileged society and is not for
underserved, less educated, etc.






Patient (Person) Activation @
Measure (PAM)

The Patient Activation Measure (PAM) is a 22-item measure, valid
reliable scale measuring four stages: that assesses patient knowledge, skill, and
confidence for self-management.

(1) believing the patient role is important,
(2) having confidence & knowledge necessary to take action,
(3) actually taking action to maintain & improve one's health, &
(4) staying the course even under stress.

First, measurement: Focus on patient, including patient experience
and patient outcomes,

Second measurement: integrated into care delivery process to
improve care of the patient,

Final measurement: Longitudinal, capturing what happens over
time, measuring capabilities for self-management, quality of life,
health, and ability to function. (Institute of Medicine 2004).

3/8/2012

Consumer and Patient (Person) @
Use of Health Information Technolog

use® Easy, secure access for patients to Health IT in
et real-time (or near real time).

.

Health IT tools make information meaningful &
useful to patient based on specific health
needs.

Ability to have two-way communication

e )
£ G
c,o“““" Ability of patients to contribute key info to
health records

Availability of: online appointments,
prescription refills; securing information for
decision-making and screening.

Links to reliable resources for additional
information and/or help!

o

mHealth ... Headlines Tell the Story

TLGER.
g lescent
lot Study Success: Adol
:)ii:hetes Management “';;"5“
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Diagnosis and Treatmer
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PHRs and mHealth DeV|ces— Key to Health-

Mobile or Home Devices:
- Health and Prevention d
such as:
- Diet and Nutrition
- Exercise

- Data re: Chronic-Care

Management
- Blood Sugar Mo
- Blood Pressure
- Weight in context of flui
retention/diuretics
- Heart rate and regularity
- Other relevant indicators

3/8/2012

PHRs and mHealth Devices— Key to Health- @
care Management and Cost Reduction!

Important Contents such" ;
- Identification sheet

- Discharge Summary &

- Problem list — List ofil
etc.

- Medication Record

- History and Physical

- Progress Notes —
Evidence/progress of health i

- Consultations/ specialis
report

- Physician’s Order,

- Online or printable educ
resource materials

ONE Example: How Health IT Data can

Inform Consumers, Patients and Providers

Partner Applications

oy Quest °
XAetna  LiveHealther Whibprecns 93-- SURVEvVERT @uawm i =

IEY)

o e
HealthVault

.| <—|§-—'4$?L

'Q‘ﬂ‘mvimﬁ ® © =
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| ONE Example: How Health IT Data can
Inform Coaches, Patients and Consumers

3/8/2012

~ ONE Example: How Health IT Data can
Inform Coaches, Patients and Consumers

| Chronic Condition Management Application

(American Heart Association Heart 360)

This online wellness center helps people
track and manage risk factors for heart
attack, heart disease and stroke.
Tracks blood pressure, cholesterol,
blood glucose, weight, physical
activity and medications.

Can receive information from
HealthVault-enabled devices
and applications and share that
data with the caregiver.

“The ability to monitor weight, blood
pressure and activity levels of heart failure
patients on a regular basis ensures more
timely provider visits and avoidance of more
expensive interventions.”

Randall C. Starling, MD, Cleveland Clinic

11





Accountable Care Organizations:
Regardless of Model Requires New Roles

Specialty
Hospital

Specialty Tertiary Care
Physicians Facility

nalentites that can be 2 part of any of is

@lnteroperability

@ Health Information Exchange

@ Data Liguidity

ACO Model 3

ACO Model 1

ACO Model 2

Focus of Emglpyj“e‘:‘ ﬂ
- 2\
. as
ms n Co9~  roe '\
IR\ °“?Re

searc Geisinger’s GMP: Interactive Voice
P Response (IVR) + Care Coordination
cuts readmits by 44%  iiean Finance news 02012

“ql

’// C:; y: Telepho
“Health Coaching va Porai for 0
| _"ealth Coaching via Portal for
Primary Care Patients with
Chronic Conditions”
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(Medical Care, 01/2009)

Health Coaching Vs. Traditional
Approach of Patient Education

Health Coaching is practice that:

Enhances the well-being of individuals and
Facilitates achievement of health-related goals.
Motivates behavior change through a structured,

supportive partnership between participant & coach

Should not try to solve the problem or issues for the patient

Validate patient’s feelings and capacity to deal with the problem

Ask powerful questions to lead patient to their own solutions and conclusions
Empower patients and family with support and guidance to make progress
toward health-related goals and self-management.

12
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Health Coaching & Chronic @
Care Management

* 85%-89% of chronically ill individuals manage their chronic condition through

‘self-management’.

« Can effectively self-manage with Personal Health Records (PHRs) with disease
management strategies.

* May need for educational resources and clinical decision-support.
* Need capability for dynamic data communication and real-time education at the

point of care

« Consideration of consumer or patient ‘lifeflow’ in design, implementation and

availability of Health IT systems

« Choices and self-management are frequently based on:
Determining what is important to the client

What the client wants to accomplish

The most relevant to the disease or condition

How active the person is in caring for self

Health IT + Health Coaching = Solutions @
to Quality, Safety and Cost

Chronic
Wellness Disease
Management

Personal
Health
Records

Medication Lab & Test

Management [SeuEcons Resulls

Health Coaching Survey of Healthcare @
Organizations

About 71 % of responding healthcare organizations offer some form of health coaching.

87 % say telephone is the most popular delivery method for health coaching.

Nearly 75 % incorporate motivational interviewing in their coaching.

About 66% use @ health risk assessment (HRA) to qualify individuals for program
participation.

Nearly 75% say health coaching promoted via word of mouth.

33% make health coaching available to both the covered individual and his or her
dependents.

30% report ROl from health coaching between 2:1 and 3:1.

Survey Responses from 161 Health Care Organizations

13





The Hedlth Change Spectrum
Where does Health Coaching Fit?
Traditionalmedical | Clinical medicaland | Health coaching-
and allied health allied health based chronic

clinical consultations | consultationsusing | disease & lifestyle
health coaching management

Focuson Focus on improving

general
education for general  mental health +
health and wellbeing +  behaviour change
lifestyle change for health behaviour assistance (not

better health outcomes  change assistance necessarly specific to
+ health behaviour (not necessariy health or conducted by
h i ductedby health health practitioners)

practitioners)

3/8/2012

Trends Influencing Increase in :
Health Coaching & Care Coordination®

The components of the Health Reform Act that involve health promotion.

Validated studies that prove the efficacy of health coaching for improved

outcomes.

Increasing levels of health risk factors in the population.

Greater public acceptance of getting help with health from someone other than a

doctor.

Growing interest on the part of individuals in their own health status.

More employers want health coaching, fewer employers want to pay for health

coaching.

The Medical Home & Accountable Care Organizations

The BOOMERS —tech savvy and focused on health — willing to self-pay and want

shared decision-making'! ! !

LEADERSHIP FOR CULTURE
CHANGE . ..

*Organizational Development:
«Significant changes at Point of Care
eInnovation as Social Disruption
*Nurse Led Interdisciplinary Care
*Consumer Led Health and Health Care

*Research & Development:
*New User-Friendly Point of Care Technologies
*Other technologies linked to E HRs and PHRs

*TIGER Initiative Foundation
*Continued Success with Diffusion Theory
e Changes in Faculty Development, Staff
Development with Interdisciplinary focus

14





Educate Nurses & Other Providers
About: Implications for Practice &
Research Related to Health IT
and Other Health Policy Changes

3/8/2012

Comparative Effectiveness Research (CER) and Personalized
Medicine (PM)

°To determine which
healthcare intervention
works best for a given
healthcare problem
°Usually oriented toward
evaluating treatment effects
across study populations
°Evaluates two or more
healthcare interventions to
determine which are most
effective for patients in ‘real-
world’ settings

“What works best for the most”

°‘The right treatment to the
right patient at the right time’
=Can guide disease prevention
strategies and facilitate
smarter use of therapies based
on someone’s genetic
characteristics

°Focuses on using individuals’
genomic information and other
personal traits to inform
decisions about their
healthcare

“What works best for whom”

e

Nurses, physicians and other interdisciplinary providers need to:

Understand more about Comparative Effectiveness Research
(CER)

How EHR data can be used for research purposes
How EHR data in the future can inform practice through CER

Nurses and Other Health Care Research Scientists need to become
familiar with and develop expertise in:

Research Methodologies used in CER
Privacy Requirements related to use of clinical data
Possibilities of the changes in Evidence-Based Practice with
increase of CER
More clearly identify clinical and other relevant data that should be
captured to inform future CER research

15





TIGER Future Goal: Educate Providers about 4
Research Benefits of Health IT Adoption @

Potential scenarios relevant to the creation and use of clinical
evidence using EHRs:
Facilitating RCT'’s in Practice
Facilitating Practical Clinical Trials (PCT's or Practice-Based
Research
Retrospective Analysis of EHR Data
Improving Diagnostic and Treatment Effectiveness
Testing of Self-Sustaining Health Services Models
Real-time use of Clinical Decision Support from patient data
which may inform treatment of patients with co-morbitities
Randomizing Uncertainty in Real Time

3/8/2012

Nursing's Agenda for Health IT Related

Research for Just-In-Time Evidence?

*What is documentation relevant to
Nursing (and other non-physician
disciplines)?

*How is it available for use in
Accountable Care Organizations and the
Medical Home?

*How is non-physician data going to be
available across the continuum of care
for emerging health care roles?

*How can strategies from ‘Tipping Point’
Invitational (VA and Kaiser) inform next
steps linking Health IT to research to
practice!

Theory of Planned Behavior

T:“fzirfdﬂi! Czpyright © 2006 Lcek Aizen
Behavior

Subjective

bt Intention Behavior

Perceived
Behavioral
Control

Behavioral
Control

Relevant to Provider, Consumer, and Patient-Related Research
in Midst of Significant Culture Change in Health Care!

http://www.people.umass.edu/aizen/pdf/tpb.intervention.pdf
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The Technology Acceptance Model

Perceived
Usefulness
. Behavioral
Attitude Actual %
External Variables SEED InleGl;:n to
Perceived Ease of
Use

Relevant to Clinicians and Challenges with: Usability, Clinical
Design and Other Issues related to Digital Immigrants in the
health care workplace!
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TIGER'S ROLE IN CULTURE CHANGE

«Can Contribute to Organizational Development:
«Significant changes at Point of Care
*|S Contributing to Innovation as Social Disruption
*Nurse Led Interdisciplinary Care
*Consumer Led Health and Health Care
* TIGER Is Contributing through Diffusion Theory
«Continued success and impact through VLE
eIs Contributing to Education of Current/Future Providers
« Changes in Faculty Development, Staff Development
with Interdisciplinary focus
*Can Contribute to Research & Development:
« Comparative Effectiveness Research (CER)
« New User-Friendly Point of Care Technologies
« Other technologies linked to E HRs and PHRs

[TIGER Initiative Foundation and it's VLE:
| Bva

Forerunner of New Art & Science of Collaborat

e ‘Wikinomics’ Based on four powerful new ideas:
Being Open
Peering
Sharing
Acting Globally
» Key Benefits of Peer Production for Businesses/Organizations
Harnessing External Talent
Keeping up with Users
Boosting Demand for Complementary Offerings
Reducing costs
Shifting the Locus of Competition
Taking the Friction Out of Collaboration
Developing Social Capital

17





TIGER Community: Forerunner of New Art

and Science of Collaboration — ‘Wikinomics’

Keys Re: Platforms for Participation:
» Exciting New Business Opportunities
* Collaboration and ‘Wikinomics’ Principles
* Become Open Platforms
» Age of Modularity, open architectures, value constantly
changes
« Intellectual property is widely dispersed
» Organization into loosely coupled networks of firms,
organizations, and products
* Focus on Continuous Learning from Examples and Partners
« Creation of transparent and Egalitarian Ecosystem
« Sharing of Costs and Risks
« Stay focused on the Future and Changing Needs
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Virtual Learning Environment
and Strategic Collaborations

TIGER VLE: Linking Outcomes
Phase Il Collaboratives -

competencieg \sumers and p

) ) ; ol
Collaborative Ed:;:;'ﬁ;& (¢} Collaborative
@ Development
@ Sl Virtual
@ Development )
Learning
@ Leadership Environment
@ Pilot
) Usability &
@ @izl Will be Launched on IBM
Design Server and the ‘Face’ of
O the TIGER VLE will be
O Standards & through TIGER Initiative
il Foundation with HIMSS.
Interoperability VLE Team currently
Health IT working on content
Policy submission and

processes!

18





Without access to health IT tools such as: EHRs, PHRs, CPOE, and other health IT
related technologies to enhance learning, there are distinct challenges for:
« Educators in universities and community colleges cannot prepare the
workforce of the future unless they learn new health IT technologies
« Staff development educators in hospitals and other care delivery settings
cannot prepare the current interdisciplinary workforce
« Minority populations do not have equal internet access for learning
« Small rural hospitals cannot afford training materials and educators to teach
staff new health IT technologies
« Individual providers in small practices and/or rural settings do not have access
enough to know which systems to purchase to meet goals of ‘meaningful use’ or

how to use the systems when purchased
55
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Developed from TIGER Phase Il Collaborative Reports
-Addresses TIGER Competencies
- Will incorporate content from individuals and TIGER partners, and resources in the public domain
-Integrate Content from HITRECs from HIMSS
-Integrate content from nine TIGER collaborative reports
Designed through interdisciplinary collaboration serving nurses, other interdisciplinary groups, rural
health and minority populations
Designed to address traditional and futuristic instructional design through technology-enhanced
learning including:
-Tutorials
-Scenario-based learning including pre-post tests

“Traditional online learning

-Second Life and gaming. arios in the future
Now will be hosted through HIMSS educational infrastructure(s) and the IBM Server at UPMC Center for
Connected Medicine with to ensure it belongs to the current and future providers, patients,

consumers, educators and researchers!

Conceptual Design of TIGER
Virtual Learning Environment

Al
Consumers Evaluation data: EHR Vendors

*What modules }aken Ll —
+Demographics
5 *Type of profession
/g\ «Outcomes
* Regional
« National —

Universities

Rural & Minorities

Learning modules Sy A\ ;,
(eaniss)
College Y @
Consortiums "
Faculty/Students L
. Virtual communities
!

5. /

Interdisciplinary
Colleagues
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Virtual Communities & TIGER @
Open Door

Virtual Communities :
) <—| Workforce Development
&‘ . Education & Faculty Development

A
B F
Consumers nit C. Future Workforce Development ERUEECE
QoY D. Leadership & Management
- E. Science & Technology |
@ > F. Consumer EHRs &PHRs Universities
N G. Specialty Practice Groups - -
Rural & £ Interdisciplinary Groups
Minoritizs = = plinary P
- o dn
) ommunitzd (25
&@J cmlege!ﬁﬁiﬁ‘
Consortiums
Faculty/Students
3
gn
TIGER Public Portal to Regional
Nurses & free content in Extensioj
Interdisciplinary Resource Center G
Providers

ce

Partner Workgroup Classroom Content Topic A
IGER Open Door Classroom Content Topic B

Resource Center & @
Classroom Content

EHR Vendors
—

T
. M
Communioﬁi@‘
College
Resource Center Contains Web- Consortiums
based Library Links to Free

Learning Content & Documents

Regional
Extension
Centers

Classroom Content Topics will be Organized According to
Leveled TIGER Competencies & QUSEN Competencies when
applicable.

Providers

©

[
Partner Workgroup Classroom Content Topic A
TIGER Open Door Classroom Content Topic B

Proposed VLE Governing Structure @

JLE Governing COUnc,-/

Content Management
Sub-Structure

o af// \@\h

Content from

Content from
Individual VLE Partners
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A will be established to be the final approval of content
and learning experiences in the Virtual Learning Environment to ensure
educational integrity including:

Members from Academic Communities such as University of Kansas and
University of Minnesota and University of Colorado
Members from the Staff Development Community (for providers)
Members from the Nursing Student organization to ensure relevance to
youth and other representative groups (such as minority populations)
A Content Management Subgroup will contact and work with both
and to obtain content and learning
experiences:
These will be evaluated for relevance and meeting pre-established criteria —
then to the Governing Council for review and posting to TIGER VLE Server.
For VLE Pilot Il, will take place to determine which
competency the learning experience addresses — then will be sent on to
VLE Governing Council for final decision.
will review to determine if
content needs to be ‘tweaked’ to meet international and interdisciplinary needs.

"Register & Start
Classes and/or
Experiential

Healthcare or
Health

Informatics *%

Occupation
Tour

Home Workspace with books
and reading materials

g L]
[ ]
A AR _
—_ classes Shudy Broups
Lo |
o [

S5 Y8 fa W

Leaming
Community Learning
advisor i} Community .l Learming) atam
Advisor Communty i
it

Exit Survey
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Career and/or Entry lSutr_vey, Complete ation(s)
Informatics SeleegztltSLr:a:?r:r{ Module/Course
Competencies X 9 &lor Experiential
Options

Assessment Learning

The New TIGER Initiative Foundation: @

«Contributes to Organizational Development:
« Significant changes at Point of Care
*Contributes to Innovation as Social Disruption
* Nurse Led Interdisciplinary Care
» Consumer Led Health and Health Care
* Is Contributing through Diffusion Theory
» Continued success and impact through the VLE
eIs Contributing to Education of Current and Future Providers
» Changes in Faculty Development, Staff Development
with Interdisciplinary focus
*Contribute to Research & Development:
» Comparative Effectiveness Research (CER)
* New User-Friendly Point of Care Technologies
» Other technologies linked to EHRs and PHRs
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LEADERSHIP FOR CULTURE @
CHANGE . ..

*Organizational Development:
«Significant changes at Point of Care
*Research & Development:
*New User-Friendly Point of Care Technologies
*Other technologies linked to E HRs and PHRs
eInnovation as Social Disruption
*Nurse Led Interdisciplinary Care
*Consumer Led Health and Health Care
*TIGER Initiative Foundation
«Continued Success with Diffusion Theory
« Changes in Faculty Development, Staff
Development with Interdisciplinary focus
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Truly - No Longer a New Direction!

The Digital AGE Has Arrived & Health Care Must Be
Integrated into ALL OF HEALTH CARE!

Creating a Climate of Disruptive

Innovation Ecology

« Disruptive innovation ecology is about interactions
between the different elements of the system, itis
about(organizational) climate, it is about the delicate balance between
conflicting forces, it is about the conditions which might lead to renewal or
stagnation.

. Itintegrates many disciplines together to produce a dynamic,
holistic view of the workplace and its relationship to its environment.

- It addresses all elements that make up today's high velocity,
rapidly changing workplace, especially the way they interact in
the form of work to produce the outcomes needed by the enterprise and its
stakeholders".

http://iwww.innovationecolog: i i i Oecology.pdf
Creating the Climate — Disruptive Innovation Ecology
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Elements of Disruptive Innovation

il
Sophisticated
technology
that simplifies

2. Lowrost,
innovative
business
models

3. Economically
coherent value
networks

Nine Building Blocks of Disruptive Innovation @

B EIBER Enabling Ecology a1d0 Block

TIME Space BIR ock 2 PHYSICAL Space
ORGANIZATIONAL Space by
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Bldg. Block 4: Bldg. Block 6:
VIRTUAL Space KNOWLEDGE
Bldg. Block 5 MANAGEMENT

STRUCTURED PROCESSES
vs. SPONTANEITY

Bldg Block 7:
DIVERSITY Bldg. Block 9:
. Bldg Block 8: ATTENTION CHALLENGE
to the FUTURE =
i ér
e
8y o B

&y

Take Time to Reflect, as Leaders in Education
and Practice on Opportunities with These
Emerging Culture Changes!
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Patricia Hinton Walker, PhD, RN, FAAN, PCC
Vice President for Policy and Strategic Initiatives
Uniformed Services University of the Health Sciences
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